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Managed Services for Antivirus / Antispam Email Solution

This solution is focused on Small / Medium / Large corporates needing a reliable and high
speed email solution with Antivirus and Antispam features
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Remote Linux Mail Server placed in Datacenter

Antivirus / Antispam Checks on incoming mails Checks on outgoing mails

Level 1 SMTP Authentication, Valid format

Sender reputation checks — Incoming mails are checked on
perimeter level which includes external spam-databases which
analyzes the reputation of the sender ip address. This stops
around 90-95 percent spam.

Level 2
Check valid sender, recipients, and mx records.

Level 3
Attachment filtering — bat, exe, pif, scr, vbs, etc which known
spyware or virus carriers

Level 4
Antivirus Scanning

Level 5
Spamassasin content filters, with custom rules for final checks
before delivery to mailbox.

of sender and recipient address
including MX checks.

Antivirus Check
Other checks to track if local

network or computer is affected by
malware / viruses.
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LOCAL EXCHANGE SERVER

Local email server with mail exchanger
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Email users connecting Roaming Email users can Email users within office premises
directly to remote mail server connect via webmail, on local area network connecting
via outlook / outlook express BLACKBERRY, PDAs via proxy server
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SERVICE DETAILS

Server configuration
Enterprise class DELL SERVER with Dual Core Dual Processors, 2.0 ghz, 8 GB RAM, 500 gb
dual drives with backup, Centos Linux OS, with firewall and IDS

Data transfer limits
Data transfer provided is unlimited subject to our anti-spam terms and conditions.

Email server software details
Qmail mail transport agent is use in our mail server is used for sending and receiving emails which
is among the fastest and most secure mail server in the world.

Realtime Antispam and Antivirus
Spam mails are marked as spam and can be filtered out. Virus infected emails are deleted.

RELIABLITY OF SERVICE AND SUPPORT

Our system is based on rock solid and secure software and coupled with our continuous
monitoring ensures absolute reliability of the service. We provide personalized direct support to
every user of your organization via email or telephone and if required a “DESK to DESK” service
ie remote desktop support from our office. Emergency support is attended to 24X7X365

SCALABLITY
The service is scalable to thousands of users while maintaining absolute reliability.

EASE OF USE

Control Panel
Web based email administration control panel for creating email users and managing them. Email
forwarding / auto-responders / Aliasing

Group Emailing / Mailing list
Send a copy of a single email to a group of users by sending a single email to the list id.

Large disk quota for every email user
Disk space utilization is calculated on a totalized basis. Emails will never bounce for lack of space,
easy administration.

WEB FTP for Sending / receiving large files
Free ftp accounts with web based ftp features for sending large files over 10 mb in size.

Mail Archive security (Optional)
The administrator can archive every email sent and received through the server.

Mailing list based Newsletter solutions

We provide mailing list solutions for corporates who regularly update their clients / newsletter
subscribers. We provide a ready web-based email list management software along with this
solution. Please contact us for the pricing and other relevant details.

Intranet Compatibility

Our solution is fully compatible with mail exchangers like Microsoft Exchange server, Postmaster,
Lotus notes and also with email clients like Microsoft Outlook, Outlook, Express, Netscape
Navigator, Eudora to send and receive emails from local pc / server.
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Intranet mailing solutions

For corporate users having a large number of users we can provide a completely customized end
to end email solution in the form of a small business server which includes the mail exchange
server installation / configuration and onsite maintenance, file server, print server, firewall.

Migration from existing service provider
Incase your website is currently active with some other service provider we can migrate your
website and all existing users email account to our servers without any downtime.

ANTI-SPAM POLICIES
Bulk emailing / mass advertising SPAM is totally prohibited on our servers.

DATACENTER DETAILS
CISCO certified network with 3 redundant backbone provider. We have 100 percent redundancy of
servers in two geographically isolated datacenters.

Network

Tier-1 Bandwidth Providers, NTT/Verio , Level(3), Qwest

Fully redundant infrastructure, Forcel0 E600 core devices, Cisco GSR 12000 edge devices
Diverse fiber entry points

Power
Constructed to withstand beyond category 5 hurricane force winds 62,000 sft total, 22,000 sft
raised floor, N+1 FPL Utility power feeds, N+1 UPS redundancy, N+1 Generators, N+1

Security
Biometric scanners, Card access control, 24/7/365 Armed on-site security, 24/7/365 intrusion
detection monitoring, Surveillance cameras

Environmental Control

N+1 Redundant chillers, High efficiency Liebert chilled water A/C units, Data center environment
maintained at optimal temperature and humidity levels, 24/7/365 HVAC emergency service and
maintenance by certified contractors

Fire Protection
Highly sensitive VESDA smoke detection alarm system, 24/7/365 Temperature monitoring, FM200
Chemical fire suppression system.

CLIENT LIST

Corporates such as Gitanjali Group (Ddamas, Revv, Gili, Giantti), Forbes (Forbes and company,
Forbes technosys, Gokak Mills), Geochem Group, FINO, etc. — over 12000 email users. Contact
nos of clients can be provided on request if necessary.

FREE TRIAL

Contact details

Mr. Rajesh Mahadevan

Telephone ; 91-22-27693138 / 9920572502 -- Mobile : + 91 - 9821057134
Email : hosting@indiannic.com
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